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Abstract

Access control in information systems is a critical aspect that system analysts and developers
must carefully consider. Users should be granted access to information strictly based on their roles,
in order to ensure data security and comply with the Personal Data Protection Act B.E. 2562 (2019).
This law emphasizes the protection of personal data and mandates that data controllers implement
appropriate security measures to prevent the unauthorized loss, access, use, alteration, modification,
or disclosure of personal data.The concept of Role-Based Access Control (RBAC) has therefore been
applied in the design of database structures and the development of information systems. When
integrated with the Laravel framework which supports role-based access control system development
becomes more efficient, accurate, and streamlined. This integration enables the system administrator
to manage user access rights according to defined role levels. It also provides flexibility in adapting
to personnel role changes and ensures robust data protection by preventing unauthorized access

to sensitive information within the system.
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N15A0ANNT9IE 1T UR ugUTBIUNUIM (Role-Based Access Control: RBAC) detuuuanig
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(Jaibir Singh, Suman Rani & Vipin Kumar, 2024)

lenansunANLAfiiiFes Role-Based Access Control Adeulae David F Ferraiolo , D. Richard Kuhn
grineunslnean1dunInsguLazinaluladusfvesansgeiusng (National Institute of Standards
and Technology: NIST) Tun15Useyu 15th National Computer Security Conference (NCSC) Asntwile
Uit 13-16 Aa1AY 2535 7 Baltimore, Maryland, United States. Feuesuelinai
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Y8496, 1N “Role-Base Access Controls”, David F.Ferraiolo & D. Richard Kuhn, 1992, p. 8

A 1 Multiple-Role relationships

(https://csrc.nist.gov/files/pubs/conference/1992/10/13/rolebased-access-

controls/final/docs/ferraiolo-kuhn-92.pdf)
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Permissions Resources
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1. msaamwu‘[ﬂsaa%fﬁagﬂuﬁayjamaanﬂsmuqum'sm’i’]ﬁwugﬁuwum

USERS

PERMISSION_ROLE
user_id:int(11) PK

role_id:int(11) FK l M
user_name:varchar(255) user_id:int(11) FK

permission_id:int(11) FK

ROLE_USER

statusint(T) role_id:int(11) FK
M
Tm
1 1
PERMISSIONS ROLES
ickint(11) PK id:int(11) PK
1
name:varchar(255) name:varchar(255)
label:varchar(255) label:varchar(255)

At 5 Tassadegiudeyanisasugunisidnfisuugiuunum vesszuuasEUmARILANSANYY
YBINIAIYIDIYIANENT AMTUNVBANEASATIITNEIUNE WinInendeuiing
TnssassgudeyaUsznaufemasdmiuivioga 5 mane deil

1) msrafudeyaunum (oles) dwsuifutoyaunumitsuniignimusliddedoyalussuy
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3) ms1afudeyarmuadvslsiiuunum (permission role) finnuduiusiumsaiudeyaunum
1881989310 role id LLazﬁmmé’mﬁuéﬁ’wqiNLﬁuﬁaaﬂaﬁwé 1n8§1984991n permission id

a) pafutayaglden (usen dmiuifuteyadldanussuy Felunsddnuiaglifnimf
eV GLRINENAG RN Lﬁaamﬂmiﬁuﬁuﬁamﬂ%miLG’?J'aaﬂwiTaaﬂaﬁ“‘u API (Application Programming Interface)
szuuiifuteyayrainsvenasunvemansAsIvNeE I

5) asraiudeyafimuaununlaiugldau (role user) Sanuduiusiuaisaiutoyaunum
Ingdn98391n role id wazfiaruduiusiumsaiudeyadldnu ned18swn user id

9nnmd 5 ileadlassaiagruteyaud lifuuaunuin (Roles) Mmundnd (Permissions)
waaSesmundnsldTuunum (permission role) warruaunumliiudldanu (ole user) Aaglddoyanis
muaunsddsvuguunumvesliuszuuynau seuuisanunsantiadeutogaunuimuas And
yosrldanls udrhluduteulalunsmunumadnedeyasing 9 Tuszuuldegnagndeanazaznin Mot

FHININT 6 ey 7

66



RMUTP R2R Research Vol. 3, No. 1, January-June 2025

id name label
1|admin_it Wwihilguaszuy
2|student tnfAnwuvmd
3| preceptor D1IIHATIVTIBIU UFAN.
4|admin_edu_report WwihiimsAnunitguanisdasieau
5|admin_edu_manage preceptd Lé’]"l"ﬁ"i’i"l“ﬁﬂ'l‘iﬁﬂ"d’]ﬁ@uﬁ“t’iagﬁa’ﬁ]']iﬁ preceptor
6|admin_edu_manage ward | wihiimsfnuniiguadeyaveding
7|admin_edu_manage student Lé’]"l'wﬁﬁﬂ'lsﬁﬂ'ﬁ'lﬁ@ua{ia;daﬁnﬁn'ﬁ'l
8|teacher_opd 91913980U OPD

= o ' v v
ATNN 6 maEJ'1\1"0agauwmﬂumiﬁﬂgﬁu‘uagaummm (Roles)
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1|add_report Tuiindouasnenu
2|edit_report uilvdayaseau
3|delete_report AUTAUATIBIT
4|view_report AUaUATIEY

i 7 Aregadayadnslunisegiudayadns (Permissions)

permission_id (role id

£ M
e

P o ' ° a £y vo ..
i 8 Aregnsdayanmuadnsliiuunun (permission_role)

=

91NN 8 AB NIIANUAAVENT add report, edit report, delete report Wag view report
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permission_id |role_id

4 3

P o ' v ° a &S9 vo ..
i 9 dregnsdayanmuadnsliiuunun (permission_role)

NNINT 9 AD NITATNUAEVENTE view report TRAUUNUIMNTE preceptor
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user_id role id
4 2
5 2
7 2
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2. MaRANsEULESIUMAs AU TIAWEIASn 1nesdu 11 Tasldaudnuaziasmsianisanily
nsiddsdiaya saufulassainegrudayaiiesnuuulneyszgndlduuafanisasuaunisidideuugu
UNUM (Role-Based Access Control)

amnanudsn nestu 11 fenensiiudifmamnAnlflumsanstumuaenfovesmadiis
syuUAnsaumAeY 2 35 A Gates waw Policies sﬁaagﬂuﬁﬁammﬂaamﬁa (Security) Tdeeounisnyaevavs
(Authorization) (Laravel, https://laravel.com/docs/11.x/authorization#introduction) lnesinann1svingiu
fio afudedmunieuiivsiinfadumaasiisinuau (controllers) Tny Gate 138msounnanud?
il Gate tu 7 Tuwnidl policies avrndunssnesninensawmiioadnglumseunsdduuvadld

TguuImnansmsI9dauans (Authorization) 13831 Gates

68



RMUTP R2R Research Vol. 3, No. 1, January-June 2025

Gates 13 WugruvesqudnvuznIsoyyIaliid i wdunis (Route) vasdoya Tu Laravel

Framework Inelvieuldnlusunsudilug AppServiceProvider.php Tufleri®u boot fanmdl 12

public function boot(): void
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